

debian/changelog

pypdf2 (1.26.0-2+deb10u2) buster-security; urgency=medium

  * Non-maintainer upload by the LTS Security Team.
  * CVE-2023-36810: Quadratic runtime with malformed PDF missing xref marker.

 -- Adrian Bunk <bunk@debian.org>  Fri, 14 Jul 2023 21:46:50 +0300

pypdf2 (1.26.0-2+deb10u1) buster-security; urgency=high

  * Non-maintainer upload by the LTS team.
  * Fix CVE-2022-24859:
    Sebastian Krause discovered that manipulated inline images can force
    PyPDF2, a pure Python PDF library, into an infinite loop, if a maliciously
    crafted PDF file is processed.

 -- Markus Koschany <apo@debian.org>  Fri, 09 Jun 2023 21:31:53 +0200

pypdf2 (1.26.0-2) unstable; urgency=medium

  * Backport fix 'prevent infinite loop in readObject() function' to prevent
    DoS from upstream Git tree.
  * Remove Breaks/Replaces with python-pypdf (closes: #835983).

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Mon, 05 Sep 2016 17:14:33 +0000

pypdf2 (1.26.0-1) unstable; urgency=low

  * New upstream release (closes: #833651).
  * Correct breaks/replaces with python-pypdf (closes: #764090).
  * Update Standards-Version to 3.9.8 .

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Sun, 07 Aug 2016 14:32:24 +0000

pypdf2 (1.25.1-1) unstable; urgency=low

  * New upstream release.
  * Add watch file.

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Sat, 05 Sep 2015 16:05:35 +0200

pypdf2 (1.23+git20141008-1) unstable; urgency=low

  * Upstream snapshot with various bug fixes.
  * Update Standards-Version to 3.9.6 .

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Sat, 25 Oct 2014 20:57:33 +0000

pypdf2 (1.23-3.1) unstable; urgency=medium

  * Non-maintainer upload.
  * Break/Replace python-pypdf (Closes: #764155)

 -- Jonathan Wiltshire <jmw@debian.org>  Fri, 10 Oct 2014 12:10:51 +0100

pypdf2 (1.23-3) unstable; urgency=medium

  * Correct packages content (closes: #763680).

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Thu, 02 Oct 2014 18:14:43 +0000

pypdf2 (1.23-2) unstable; urgency=medium

  * Add missed 2 ending to binary packages (closes: #762186).

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Sun, 28 Sep 2014 11:55:17 +0000

pypdf2 (1.23-1) unstable; urgency=low

  * Initial upload to Debian (closes: #719887).

 -- Laszlo Boszormenyi (GCS) <gcs@debian.org>  Mon, 18 Aug 2014 15:29:01 +0000
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debian/control

Source: pypdf2
Maintainer: Laszlo Boszormenyi (GCS) <gcs@debian.org>
Section: python
Priority: optional
Build-Depends: debhelper (>= 9), dh-python, python-all, python3-all
Standards-Version: 3.9.8
X-Python-Version: >= 2.6
X-Python3-Version: >= 3.1
Homepage: http://pythonhosted.org/PyPDF2/

Package: python-pypdf2
Architecture: all
Depends: ${misc:Depends}, ${python:Depends}
Provides: ${python:Provides}
Description: Pure-Python library built as a PDF toolkit (Python 2)
 A Pure-Python library built as a PDF toolkit.  It is capable of:
   - extracting document information (title, author, ...),
   - splitting documents page by page,
   - merging documents page by page,
   - cropping pages,
   - merging multiple pages into a single page,
   - encrypting and decrypting PDF files.
 .
 By being Pure-Python, it should run on any Python platform without any
 dependencies on external libraries.  It can also work entirely on StringIO
 objects rather than file streams, allowing for PDF manipulation in memory.
 It is therefore a useful tool for websites that manage or manipulate PDFs.
 .
 This is the Python 2 version of the package.

Package: python3-pypdf2
Architecture: all
Depends: ${misc:Depends}, ${python3:Depends}
Description: Pure-Python library built as a PDF toolkit (Python 3)
 A Pure-Python library built as a PDF toolkit.  It is capable of:
   - extracting document information (title, author, ...),
   - splitting documents page by page,
   - merging documents page by page,
   - cropping pages,
   - merging multiple pages into a single page,
   - encrypting and decrypting PDF files.
 .
 By being Pure-Python, it should run on any Python platform without any
 dependencies on external libraries.  It can also work entirely on StringIO
 objects rather than file streams, allowing for PDF manipulation in memory.
 It is therefore a useful tool for websites that manage or manipulate PDFs.
 .
 This is the Python 3 version of the package.







debian/copyright

Format: http://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: PyPDF2
Upstream-Contact: PyPDF2 <PyPDF2@phaseit.net>
Source: https://github.com/mstamy2/PyPDF2

Files: *
Copyright: Copyright (C) 2014 Steve Witham <switham_github@mac-guyver.com>,
  Copyright (C) 2013-     Matthew Stamy <mstamy2@gmail.com>,
 Copyright (C) 2007 Ashish Kulkarni <kulkarni.ashish@gmail.com>,
 Copyright (C) 2006-2008 Mathieu Fenniak <biziqe@mathieu.fenniak.net>
License: BSD-3-clause

Files: debian/*
Copyright: Copyright (C) 2014 Laszlo Boszormenyi (GCS) <gcs@debian.org>
License: BSD-3-clause

License: BSD-3-clause
 Redistribution and use in source and binary forms, with or without
 modification, are permitted provided that the following conditions are met:
 .
   1. Redistributions of source code must retain the above copyright notice,
      this list of conditions and the following disclaimer.
 .
   2. Redistributions in binary form must reproduce the above copyright
      notice, this list of conditions and the following disclaimer in the
      documentation and/or other materials provided with the distribution.
 .
   3. The name of the author may be used to endorse or promote products
      derived from this software without specific prior written permission.
 .
 THIS SOFTWARE IS PROVIDED BY THE AUTHOR ``AS IS'' AND ANY EXPRESS OR IMPLIED
 WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
 MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
 EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
 SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
 PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
 OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
 WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
 OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
 ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.







debian/patches/0001-MAINT-Quadratic-runtime-while-parsing-reduced-to-lin.patch

When the PdfFileReader tries to find the xref marker, the readNextEndLine methods builds a so called line by reading byte-for-byte. Every time a new byte is read, it is concatenated with the currently read line. This leads to quadratic runtime O(n²) behavior as Python strings (also byte-strings) are immutable and have to be copied where n is the size of the file.
For files where the xref marker can not be found at the end this takes a enormous amount of time:

* 1mb of zeros at the end: 45.54 seconds
* 2mb of zeros at the end: 357.04 seconds
(measured on a laptop made in 2015)

This pull request changes the relevant section of the code to become linear runtime O(n), leading to a run time of less then a second for both cases mentioned above. Furthermore this PR adds a regression test.
---
 PyPDF2/pdf.py | 8 ++++----
 1 file changed, 4 insertions(+), 4 deletions(-)

diff --git a/PyPDF2/pdf.py b/PyPDF2/pdf.py
index 9979414..8b355e0 100644
--- a/PyPDF2/pdf.py
+++ b/PyPDF2/pdf.py
@@ -1930,7 +1930,7 @@ class PdfFileReader(object):
     def readNextEndLine(self, stream):
         debug = False
         if debug: print(">>readNextEndLine")
-        line = b_("")
+        line_parts = []
         while True:
             # Prevent infinite loops in malformed PDFs
             if stream.tell() == 0:
@@ -1957,10 +1957,10 @@ class PdfFileReader(object):
                 break
             else:
                 if debug: print("  x is neither")
-                line = x + line
-                if debug: print(("  RNEL line:", line))
+                line_parts.append(x)
         if debug: print("leaving RNEL")
-        return line
+        line_parts.reverse()
+        return b"".join(line_parts)
 
     def decrypt(self, password):
         """
-- 
2.30.2













debian/patches/CVE-2022-24859.patch

Bug-Debian: https://bugs.debian.org/1009879
Origin: https://github.com/py-pdf/PyPDF2/pull/740
---
 PyPDF2/pdf.py | 32 ++++++++++++++++++++++----------
 1 file changed, 22 insertions(+), 10 deletions(-)

diff --git a/PyPDF2/pdf.py b/PyPDF2/pdf.py
index 9979414..b55dfba 100644
--- a/PyPDF2/pdf.py
+++ b/PyPDF2/pdf.py
@@ -2723,11 +2723,25 @@ class ContentStream(DecodedStreamObject):
         # left at beginning of ID
         tmp = stream.read(3)
         assert tmp[:2] == b_("ID")
-        data = b_("")
+        data = BytesIO()
+        # Read the inline image, while checking for EI (End Image) operator.
         while True:
-            # Read the inline image, while checking for EI (End Image) operator.
-            tok = stream.read(1)
-            if tok == b_("E"):
+            # Read 8 kB at a time and check if the chunk contains the E operator.
+            buf = stream.read(8192)
+            # We have reached the end of the stream, but haven't found the EI operator.
+            if not buf:
+                raise utils.PdfReadError("Unexpected end of stream")
+            loc = buf.find(b_("E"))
+
+            if loc == -1:
+                data.write(buf)
+            else:
+                # Write out everything before the E.
+                data.write(buf[0:loc])
+
+                # Seek back in the stream to read the E next.
+                stream.seek(loc - len(buf), 1)
+                tok = stream.read(1)
                 # Check for End Image
                 tok2 = stream.read(1)
                 if tok2 == b_("I"):
@@ -2744,14 +2758,12 @@ class ContentStream(DecodedStreamObject):
                         stream.seek(-1, 1)
                         break
                     else:
-                        stream.seek(-1,1)
-                        data += info
+                        stream.seek(-1, 1)
+                        data.write(info)
                 else:
                     stream.seek(-1, 1)
-                    data += tok
-            else:
-                data += tok
-        return {"settings": settings, "data": data}
+                    data.write(tok)
+        return {"settings": settings, "data": data.getvalue()}
 
     def _getData(self):
         newdata = BytesIO()








debian/patches/Prevent_infinite_loop_in_readObject.patch

---
 PyPDF2/generic.py | 4 ++++
 1 file changed, 4 insertions(+)

diff --git a/PyPDF2/generic.py b/PyPDF2/generic.py
index df1e028..657612a 100644
--- a/PyPDF2/generic.py
+++ b/PyPDF2/generic.py
@@ -82,6 +82,10 @@ def readObject(stream, pdf):
         # comment
         while tok not in (b_('\r'), b_('\n')):
             tok = stream.read(1)
+            # Prevents an infinite loop by raising an error if the stream is at
+            # the EOF
+            if len(tok) <= 0:
+                raise PdfStreamError("File ended unexpectedly.")
         tok = readNonWhitespace(stream)
         stream.seek(-1, 1)
         return readObject(stream, pdf)












debian/patches/series

Prevent_infinite_loop_in_readObject.patch
CVE-2022-24859.patch
0001-MAINT-Quadratic-runtime-while-parsing-reduced-to-lin.patch







debian/python-pypdf2.examples

Sample_Code/*







debian/python3-pypdf2.examples

Sample_Code/*







debian/rules

#!/usr/bin/make -f
# -*- makefile -*-

# Uncomment this to turn on verbose mode.
export DH_VERBOSE=1

DESTDIR=$(CURDIR)/debian/tmp
PYPDF2DIR=$(CURDIR)/debian/python-pypdf2/
PYPDF3DIR=$(CURDIR)/debian/python3-pypdf2/

export PYBUILD_NAME=pypdf2

PYTHON2=$(shell pyversions -vr)
PYTHON3=$(shell py3versions -vr)

override_dh_clean:
	dh_clean
	rm -rf $(CURDIR)/build/

build-python%:
	python$* setup.py build

override_dh_auto_build: $(PYTHON3:%=build-python%)
	dh_auto_build

install-python%:
	python$* setup.py install --root=$(DESTDIR) --install-layout=deb

override_dh_auto_install: $(PYTHON3:%=install-python%)
	rm -rf $(DESTDIR)/usr/lib/python3/dist-packages/PyPDF2/__pycache__/
	dh_auto_install

override_dh_fixperms:
	chmod a-x $(PYPDF2DIR)/usr/share/doc/python-pypdf2/examples/*
	chmod a-x $(PYPDF3DIR)/usr/share/doc/python3-pypdf2/examples/*
	dh_fixperms

%:
	dh $@ --with python2,python3 --buildsystem=pybuild

.PHONY: override_dh_auto_build override_dh_auto_install override_dh_fixperms







debian/source/format

3.0 (quilt)







debian/watch

version=3
https://github.com/mstamy2/PyPDF2/tags .*/archive/v?([0-9][0-9\.]*)\.(?:tgz|tbz2|txz|tar\.(?:gz|bz2|xz))






